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The decoding problem

Definition 1 (Linear code)
An rn, ksq-linear code C is a linear subspace of Fn

q:

C “ tm ¨ G | m P Fk
qu “ tx P Fn

q | H ¨ xJ
“ 0u.

Problem (Decoding problem)

‚ Input: C an rn, ksq-code, y “ c ` e with c P C and |e| “ t;

‚ Goal: recover c .
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The first code-based cryptosystem [McEliece, 1978]

Public key gen. mat. Gpub P Fkˆn
q of an rn, ksq-code C

Private key Efficient decoding algorithm derived from a structured gen. mat. Gpriv of C

Encryption m ÞÝÑ mGpub ` e where e $
Ð Fn

q, |e| “ t

Decryption Performed by a decoding algorithm using the hidden structure of Gpriv

Figure 1: Generic McEliece cryptosystem

3 / 31



First example: GRS codes

Definition 2 (GRS codes)

GRSr px , yq
def
“ tpy1f px1q, . . . , ynf pxnqq | f P FqrX săru. A generator matrix is

Vandr px , yq “

¨

˚

˚

˚

˚

˝

y1 y2 . . . yn

y1x1 y2x2 . . . ynxn
...

...
. . .

...
y1x

r´1
1 y2x

r´1
2 . . . ynx

r´1
n

˛

‹

‹

‹

‹

‚

.

‚ Private key: px , yq ùñ Welch-Berlekamp algorithm;

‚ Public key: G “ P ¨ Vandr px , yq where P $
Ð GLr pFqq.

[SS92]: This turns out to be insecure...
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Alternant codes

Subfield-subcodes of GRS codes.

Fn
qm GRSr px , yq

K

Fn
q

Ar px , yq

Figure 2: Alternant code

Definition 3 (Alternant codes)

Ar px , yq
def
“ GRSr px , yq

K
X Fn

q.

‚ dimAr px , yq
w.h.p
“ n ´ rm;

‚ px , yq ùñ Decoding algorithm

Definition 4 (Goppa codes)
Let Γ P Fqm rX s such that deg Γ “ r and
Γpxi q ‰ 0, i “ 1, . . . , n.

G px , Γq
def
“ Ar px , yq, with yi “ Γpxi q

´1.
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Recovering the structure of an alternant code

Problem (Key recovery problem)

‚ Input: Hpub P Frmˆn
q be a partity-check matrix of C “ Ar px , yq;

‚ Goal: recover G P Frˆn
qm a generator matrix of GRSr px , yq.
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The square distinguisher

Definition 5 (Componentwise product)

Given a, b P Fn
q, a ‹ b def

“ pa1b1, . . . , anbnq.

If C ,D Ă Fn
q are two codes, C ‹ D

def
“ SpanFq tc ‹ d | pc , d q P C ˆ Du.

C ‹2 def
“ C ‹ C .

[CCMZ15] dimC ‹2
“

$

&

%

min
!

`

dim C`1
2

˘

, n
)

if C is random,

mint2 dimC ´ 1, nu if C is a GRS code.

Indeed: pyx i
q ‹ pyx j

q ´ pyxk
q ‹ pyx l

q “ 0 whenever i ` j “ k ` l .
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Quadratic hull

Let G “ pg1| . . . |g nq P Fkˆn
q a gen. mat of C and S “ Fqrx1, . . . , xk s “

À

dě0 Sd .

Definition 6 (Quadratic hull [Ran20])

‚ Algebraic view: I2pGq
def
“ tf P S2 | f pg1q “ . . . “ f pg nq “ 0u.

‚ Geometric view: V2pGq
def
“ tv P Fk

q , @f P I2pGq, f pvq “ 0u.

Proposition 7

‚ dim I2pGq “
`

k`1
2

˘

´ dimC ‹2.

Let G 1
“ P ¨ G be another generator matrix of C .

‚ Alg. I2pGq “ tf P
| f P I2pG 1

qu, where f P def
“ f ppx1, . . . , xkqPJ

q.

‚ Geom. V2pG 1
q “ tP ¨ vJ

| v P V2pGqu.
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GRS codes and the rational normal curve

Let C “ GRSr px , yq Ă Fn
q, and let G “ Vandr px , yq.

Theorem 8

‚ I2pGq is spanned by txixj ´ xkxl | i ` j “ k ` lu;

‚ dim I2pGq “
`

r´1
2

˘

;

‚ V2pGq “ tpy , xy , x2y , . . . , x r´1yq | px , yq P Fq ˆ Fqu.

The columns of G lie on the rational normal curve !
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Generator matrix of Ar px , yqK (1)

Let Fqm “ Fqrαs. Since Ar px , yq “ pGRSr px , yq
K

q X Fn
q,

Ar px , yq “

$

’

’

&

’

’

%

c P Fn
q |

¨

˚

˚

˝

y1 . . . yn
...

. . .
...

y1x
r´1
1 . . . ynx

r´1
n

˛

‹

‹

‚

¨

¨

˚

˚

˝

c1
...
cn

˛

‹

‹

‚

“ 0

,

/

/

.

/

/

-

.

Each row gives m equations. For example, replace

´

y1 y2 . . . yn
¯

ÐÑ

¨

˚

˚

˚

˚

˝

y1,0 y2,0 . . . yn,0

y1,1 y2,1 . . . yn,1
...

...
. . .

...
y1,m´1 y2,m´1 . . . yn,m´1

˛

‹

‹

‹

‹

‚

where yi “ yi,0 ` yi,1α ` . . . ` yi,m´1α
m´1.

10 / 31



Generator matrix of Ar px , yqK (1)
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Generator matrix of Ar px , yqK (2)

Denote by

Ψα :

$

&

%

Fqm
»

ÝÑ Fm
q

z “
řm´1

j“0 zjα
j

ÞÝÑ pz0, z1, . . . , zm´1q,

and naturally extend it to vectors : Ψα : Fr
qm

»
ÝÑ Frm

q .

Proposition 9
Let Vandr px , yq “ pg1| . . . |g nq be a generator matrix of GRSr px , yq. Then

ΨαpVandr px , yqq
def
“ pΨαpg1q| . . . |Ψαpg nqq

is a generator matrix of Ar px , yq
K.

This will help

‚ Determine the quadratic hull of a dual alternant code;

‚ mount a key recovery attack against alternant codes !
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Recovering the structure of an alternant code

Problem (Key recovery problem)

‚ Input: Hpub P Frmˆn
q be a partity-check matrix of C “ Ar px , yq;

‚ Goal: recover G P Frˆn
qm a generator matrix of GRSr px , yq.

Key point: We do not have access to Hsec “ ΨαpGq.
Instead Hpub “ P ¨ Hsec with P P GLrmpFqq.
Although Hpub “ ΨαpG 1

q, the matrix G 1 is not a generator matrix of GRSr px , yq in general.
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In the following...

Let G “ Vandr px , yq P Frˆn
qm be a generator matrix of GRSr px , yq, Hsec “ ΨαpGq and Hpub “ P ¨ Hsec.

Goal

‚ Establish a fundamental link between I2pGq and I2pHsecq;

‚ Deduce interesting properties of I2pHpubq.

Sketch of answer: V2pHsecq seems to contain the points Ψαpvq for v P V2pGq...

This leads to the concept of Weil restriction !
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A first example

Consider the complex circle X : z2
1 ` z2

2 ´ 1 “ 0.

Split each variable in real and imaginary parts:
z1 “ x1 ` iy1, z2 “ x2 ` iy2.
Goal
Find algebraic conditions on px1, y1, x2, y2q expressing px1 ` iy1, x2 ` iy2q P X .

Solution: substitute pz1, z2q in the defining equation of X :

px1 ` iy1, x2 ` iy2q P X ðñ px1 ` iy1q
2

` px2 ` iy2q
2

´ 1 “ 0.

Now expand and gather the real and imaginary parts:

px1 ` iy1, x2 ` iy2q P X ðñ x2
1 ´ y2

1 ` 2ix1y1 ` x2
2 ´ y2

2 ` 2ix2y2 ´ 1 “ 0

ðñ x2
1 ´ y2

1 ` x2
2 ´ y2

2 ´ 1 ` ip2x1y1 ` 2x2y2q “ 0.

ðñ

$

&

%

x2
1 ´ y2

1 ` x2
2 ´ y2

2 ´ 1 “ 0

2x1y1 ` 2x2y2 “ 0
ãÑ Y “ ResC{RpX q Ă R4.
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Formal definition

We work with Fqm “ Fqrαs. Define the two polynomial rings:

R “ Fqm rX0, . . . ,Xr´1s and S “ Fqrxi,j | 0 ď i ă r , j ă ms.

In order to split the variables with respect to α, we introduce

Φ :

$

&

%

R ÝÑ S bFq Fqm

Xi ÞÝÑ
ř

jăm αjxi,j .

For all f P R, write Φpf q “ Φ0pf q ` αΦ1pf q . . . ` αm´1Φm´1pf q with Φjpf q P S .

Definition 10
Let I Ă R be a prime ideal, and set V “ VpI q. We define

ResFqm {Fq pI q
def
“ xΦjpf q | f P I , 0 ď j ă my,

and we write ResFqm {Fq pV q
def
“ VpResFqm {Fq pI qq.
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Elementary properties

Proposition 11
Let I Ă R be a prime ideal and let J “ ResFqm {Fq pI q.

‚ dim J “ m ˆ dim I .

‚ The map

Ψα :

$

&

%

Fr
qm ÝÑ Frm

q

v “ pv0, . . . , vr´1q ÞÝÑ pv0,0, . . . , v0,m´1, . . . , vr´1,0, . . . , vr´1,m´1q

induces a natural bijection between VFqm pI q and VFq pJq.
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Weil restriction and trace codes

Let C be an rn, ksqm -code with generator matrix G and let Hsec “ ΨαpGq be a parity-check matrix of
C|Fq . Let also Hpub “ P ¨ Hsec.

Corollary 12

‚ I2pHsecq Ą ResFqm {Fq pI2pGqq, or equivalently V2pHsecq Ă ResFqm {Fq pI2pGqq;

‚ I2pHpubq Ą tf P´1
| f P ResFqm {Fq pI2pGqqu;

‚ V2pHpubq Ă P ¨ ResFqm {Fq pV2pGqq.

Natural questions arise:

‚ When do we have I2pHsecq “ ResFqm {Fq pI2pGqq ?

‚ Can we use the Weil restriction to distinguish a (dual) subfield subcode from a random code ?

‚ Which varieties/subspaces are the Weil restriction of another variety/subspace ?
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Weil-properness of alternant codes

We provide an answer to the first questions for alternant codes.
Define G “ Vandr px , yq and Hsec “ ΨαpGq.

Proposition 13

Let C “ Ar px , yq
K. If

r ď q and C ‹2
‰Fn

q,

then, by [FGOPT11], I2pHsecq “ ResFqm {Fq pI2pGqq.

Remark 14
When r ď q, and when

n ą

˜

rm ` 1
2

¸

´ m

˜

r ´ 1
2

¸

,

heuristic of [FGOPT11] ensures pAr px , yq
K

q
‹2

‰ Fn
q.

We then talk about Weil-proper alternant codes.
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The simpler case of vector subspaces (1)

Take a complex line L “ C ¨ u where u “ pz1 z2q
J

P C2. Observe that

L “

#

pt1 ` i t2q ¨

˜

x1 ` iy1

x1 ` iy2

¸

| pt1, t2q P R2

+

“

#˜

t1x1 ´ t2y1 ` ipt1y1 ` t2x1q

t1x2 ´ t2y2 ` ipt1y2 ` t2x2q

¸

| pt1, t2q P R2

+

.

We see that if P “ ResFqm {Fq pLq, then

P “

$

’

’

’

&

’

’

’

%

¨

˚

˚

˚

˝

t1 ´t2 0 0
t2 t1 0 0
0 0 t1 ´t2

0 0 t2 t1

˛

‹

‹

‹

‚

¨

¨

˚

˚

˚

˝

x1

y1

x2

y2

˛

‹

‹

‹

‚

| pt1, t2q P R2

,

/

/

/

.

/

/

/

-

.
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The simpler case of vector subspaces (2)

P “

$

’

’

’

&

’

’

’

%

¨

˚

˚

˚

˝

t1 ´t2 0 0
t2 t1 0 0
0 0 t1 ´t2

0 0 t2 t1

˛

‹

‹

‹

‚

¨

¨

˚

˚

˚

˝

x1

y1

x2

y2

˛

‹

‹

‹

‚

| pt1, t2q P R2

,

/

/

/

.

/

/

/

-

.

We see that P is invariant under the action of J2 “ DiagpJ , Jq with J “

˜

0 ´1
1 0

¸

.

Remark 15

J is the matrix of the R-linear map µi :

$

&

%

C ÝÑ C

z ÞÝÑ iz
with respect to the R-basis p1, iq of C.

J2-stability of P ðñ C-linearity of L
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General case for vector subspaces

Notation 16
Let J be the matrix of the Fq-linear map

µα :

$

&

%

Fqm ÝÑ Fqm

x ÞÝÑ αx

w.r.t. the Fq-basis p1, α, . . . , αm´1
q of Fqm “ Fqrαs. We also write J r “ DiagpJ , . . . , Jq.

Theorem 17
A vector subspace W Ă Frm

q is a Weil restriction ðñ it is J r -invariant.

J r -stability of W ðñ Fqm-linearity of V
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Generalization to algebraic varieties

Linear data associated to a variety: tangent spaces !

Definition 18 (Tangent space)
Let I Ă R “ Fqm rX0, . . . ,Xr´1s be a prime ideal and V “ VpI q. For any Fqm -rational point
P P V pFqm q, the tangent space of V at P is defined by

TPV “

#

h P Fr
qm | @f P I ,

ÿ

iăr

hi
Bf

BXi
pPq “ 0

+

.

In practice: I “ xf1, . . . , fNy ùñ TPV = right-kernel Jacpf1, . . . , fNq “

ˆ

Bfi
BXj

˙

i,j

at P.
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Weil restriction and tangent spaces

Proposition 19
Let W “ ResFqm {Fq pV q, P P V pFqm q and Q “ ΨαpPq P W pFqq. Then

TQW “ ResFqm {Fq pTPV q.

P

V

TPV

Weil

Restriction

Q

TQW

W

TQW is J r -invariant !
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About cryptography

Let G “ Vandr px , yq P Frˆn
qm be a generator matrix of C “ GRSr px , yq with quadratic hull X (rational

normal curve). If C is Weil-proper (high-rate regime + r ď q). then

‚ All tangent spaces of V2pHsecq are J r -invariant;

‚ Hpub “ P ¨ Hsec ùñ tangent spaces of V2pHpubq are invariant under the action of P ¨ J r ¨ P´1.

This provides a distinguisher
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The key-recovery problem

Problem

‚ Input: Hpub P Frmˆn
q be a partity-check matrix of C “ Ar px , yq;

‚ Goal: recover G P Frˆn
qm a generator matrix of GRSr px , yq.

Key points:

‚ We do not have access to Hsec “ ΨαpGq;

‚ Hpub “ ΨαpG 1
q for some G 1, but this matrix is not a generator-matrix of GRSr px , yq...
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Stabilizers

Definition 20
For any vector-subspace T Ă Frm

q , we define the stabilizer of T to be

StpT q “ tA P Frmˆrm
q | @v P T , AvJ

P Tu.

Let C “ Ar px , yq
K be Weil-proper (high rate and r ď q), and set W “ V2pHpubq. We have seen that

‚ For all point Q P W , we have FqrP ¨ J r ¨ P´1
s Ď StpTQW q;

‚ Better: we have FqrP ¨ J r ¨ P´1
s Ď

Ş

QPW StpTQW q;

‚ Betterer: it seems like FqrP ¨ J r ¨ P´1
s“

Ş

QPW StpTQW q !

Proposition 21

By computing
Ş

i StpTQiW q for sufficiently many Qi P W , we get access to FqrP ¨ J r ¨ P´1
s.

FqrP ¨ J r ¨ P´1s “ P ¨ FqrJ r s ¨ P´1 » Fqm
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Exploit the field structure

Once we have computed A def
“ P ¨ FqrJ r s ¨ P´1

» Fqm , we may compute some A P A whose minimal
polynomial ΠA is that of J , i.e that of α.

Proposition 22

‚ There exists Q P GLrmpFqq such that J r “ Q ¨ A ¨ Q´1, and one may compute it;

‚ There exists 0 ď j ă m such that P ¨ J r ¨ P´1
“ Aqj .

As a consequence, pQ ¨ Pq ¨ J r “ Jqj

r ¨ pQ ¨ Pq.

Theorem 23

Let S P GLrmpFqq. If S ¨ J r ¨ S´1
“ Jqj

r for some j , then S preserves Weil restrictions.

In short: Q ¨ Hpub “ pQ ¨ Pq ¨ ΨαpGq “ ΨαpG 1
q, and G 1 is a generator matrix of GRSr pxqj , y qj

q !
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The attack

Algorithm 1 Recovering x 1 and y 1 from Hpub assuming Weil-properness
1: Input : Hpub a parity-check matrix of Ar px , yq.
2: Output : x 1 and y 1 such that C “ Ar px 1, y 1

q.
3: Compute I2pHpubq, and define W “ V2pHpubq

4: Compute A “ P ¨ FqrJ r s ¨ P´1 by taking
Ş

i StpTQiW q for sufficiently many Qi ’s
5: Compute A P A such that ΠA “ Πα

6: Compute Q P GLrmpFqq satisfying Q ¨ A ¨ Q´1
“ J r

7: Compute G 1
P Frˆn

qm such that Q ¨ Hpub “ ΨαpG 1
q

8: Recover px 1, y 1
q using either [SS92] or [GH78]

9: return px 1, y 1
q.
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Alternant case, r ą q

Surprisingly, the attack still works when r ą q (but we still need the high-rate regime)

Heuristic 24
Assume r ą q and take a point P P Y “ V2pGq. Let Q “ ΨαpPq and W “ V2pΨαpGqq. Then

TQW “ ResFqm {Fq pFqm ¨ Pq.

29 / 31



Goppa case ?

Remark 25
Our attack handles the Goppa case where r ă q ´ 1 in the high-rate regime, as they behave like
generic alternant codes.

But unfortunately...

Heuristic 26
Assume r ě q ´ 1 and take a point P P Y “ V2pGq where G is a generator matrix of
GRSr px , Γpxq

´1
q. Let Q “ ΨαpPq and W “ V2pΨαpGqq. Then

dimTQW “ 1.

[CFS01] Signature scheme remains unbroken to this day.
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Conclusion and open problems

‚ Link Duals of subfield-subcodes ÐÑ Weil restriction;
‚ A new attack against high-rate:

• Alternant codes;
• Goppa codes, with r ă q ´ 1;
• SSAG codes whose degree is strictly inferior to q;
• SSAG codes with ’generic’ divisor.

Future work:

‚ Understands why the attack still works when r ą q;

‚ Weil-restriction of rational varieties ?

Thank you for your attention.
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Computing the stabilizers

Let T Ă Frm
q be a 2m-dimensional vector space and A P Frmˆrm

q . We may see T as a linear code:
T “ tm ¨ G

loomoon

PF2mˆrm
q

| m P F2m
q u “ tv P Frm

q | H
loomoon

PFprm´2mqˆrm
q

¨vJ
“ 0u.

Now notice that: @A P Frmˆrm
q , A P StpT q ðñ H ¨ A ¨ GJ

“ 0 ãÑ 2m ˆ prm ´ 2mq equations on the
Ai,j ’s.

Heuristic 27 (Maybe provable)
Experimental evidence show that as soon as we take at least N distinct points
Q1, . . . ,QN P W “ V2pHpubq where

N
def
“

R

prmq
2

2mprm ´ 2mq

V

“

R

1
ρp1 ´ ρq

V

where ρ “
2
r
,

then
ŞN

i“1 StpTQiW q “ FqrP ¨ J r ¨ P´1
s. We may take the columns of Hpub as the Qi ’s.

We do have access to FqrP ¨ J r ¨ P´1
s !



On the structure of the stabilizers (1)

Proposition 28

‚ For x P Fqm “ Fqrαs, write x “ x0 ` x1α ` . . . ` xm´1α
m´1. Define

µx :

$

&

%

Fqm ÝÑ Fqm

y ÞÝÑ xy .

Then the matrix of µx in the basis p1, α, . . . , αm´1
q is x0I ` x1J ` . . . ` xm´1Jm´1.

‚ The map

Matα :

$

&

%

Fqm ÝÑ FqrJs

x ÞÝÑ x0I ` x1J ` . . . ` xm´1Jm´1

is an isomorphism of Fq-algebras.

In the same way, FqrJ r s » Fqm for any integer r (recap: J r “ DiagpJ , . . . , Jq).



On the structure of the stabilizers (2)

Notation 29
For P P GLrmpFqq, we write

CP :

$

&

%

Frmˆrm
q ÝÑ Frmˆrm

q

M ÞÝÑ P ¨ M ¨ P´1.

The map CP is an automorphism of Frmˆrm
q .

Corollary 30
Let W “ V2pHpubq. Then

N
č

i“1

StpTQiW q “ P ¨ FqrJ r s ¨ P´1
» Fqm .
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