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Algebraic models

( 5‘ ) S | RaXE XX KK EXKe = O 7y '
KaXeh KXo, +><ng+><‘x,o+ﬂ=o ()T |

CRHTT@ g({S’TEM ' X4’X5 ¥ XeXe * X,_K3+ A - o | _

| X KT XX 4 XX kX TO

—»
K' o /
Non-trivial methods for

* Solving
« Complexity estimates

* Message recovery attack
 Signature forgery
* Key-recovery attack
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Solving algebraic systems

Simplest method - linearization
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* Algebraic models often have less equations Tile ( 2

 Fixing variables and enumeration possible, but too expensive SPACE ( 142)7.
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Solving algebraic systems

Form Macaulay matrix of degree d

General principle F4, XL, Joux-Vitse
Kth\.,\Xv\-L = = = KS KL >§/\ ’\
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« Gauss reduce if enough independent rows, otherwise repeat for d+1
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For some minimum D - degree of regularity
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Pitfall of XL algorithm

« Complexity directly depends on size of Macaulay matrix
e Goingfrom dto d+17 increases sharply the complexity
e Oftenthereis unnecessary overhead

m = 4n

10 20 30 40 50 60 70
* Can we remove this overhead in a provable manner?
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A natural solution

 Consider only a submatrix of Macaulay matrix (up to some row and column reordering)
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* Howto find the best (or close to best) choice of a submatrix?
* We want the optimal, minimal possible
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A prelude:
An old combinatorics result (Clements-Lindstrom ‘69, Kruskal-Katona‘66)

i
@ ——430
a2 ) — Which m buttons (dots) should we press to
| | minimize the number of lights (circles) that turn on?
(=) N |  abutton turns all lights according to
(23 ) e (a1,...,an) = {(a1—1,...,a,), (a1,a2—1,...,apn),...,(a1,...,an—1)}
232 _ //// ) y
@ S e
. Solution: The first m buttons in lexicographical order
g # 7
lor 43 This result nicely applies to our situation ©
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Grevlex ordering, supports and shadows

* Grevlex monomial ordering
X? > XoX2>X2X, > X3 > X3X2> X3Xo X > X3X3> - X2 >
> X2 > XoX1 > X2> XX >X3Xe> - >X1>Xo>- X, > 1
 Support of arow in Macaulay matrix Mac? — all columns containing nonzero coefficients

« Shadowof S &€ Mg_o, for S x {f1,...,fm} -indexsetof rows

62:SHS-M2
e Note *My_y= M,
M, Mz
hi\,—;\_gﬂ: ;wj
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Initial segments and Clements-Lindstrom for Macaulay matrices

« Initialsegment S<, = {v € M where v < p}.

e formonomial X3X?

X3 X% > X3X0Xo > X3X2> - >X3Xo>-->X1>X9>--- X, >1
Intuitively, we want the second shadow to map a number of rows to the least possible columns
« Clements-Lindstrom implies (init(S)) C init(9(9)).

« =>forinitial segments ‘32(5)} = min|T|§/\|/ld| |32(T)|-
T|=|S

<

If S is initial segment in grevlex order, then it maps to the least
number of columns compared to any other T of the same size

B
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Let’s attach a Macaulay matrix to the initial segment

Macaulay matrix Mac" forinitial segment S<,, p©€ Mg_o
* defined not by degree but by monomial
* Rowsindexed by (v, f;), v €S, andcolumnsindexedby v € d%S
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* Since Mac™t ~ = Mac

=> Monomial Macaulay matrix generalizes Macaulay matrix

iCIS | Digital Security
Radboud University




Initial segment Macaulay is optimal with respect to size

e PMatrix size is not the same as matrix rank
* Butgood enough proxy

« Still, no guarantee for optimality with respect to rank (open problem)

* Butgood enough to show smoothing appears ©

* Whatremainsis to predict the nullity of the initial segment Macaulay matrix
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Nullity of Macaulay matrix for semi-regular systems
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* Trivial syzygies —generatedby f;-f;—f;-fi=0

* Semiregular sequence [BFS04] - up to the degree of regularity all syzygies are trivial

* We can calculate the nullity of the Macaulay matrix by inclusion-exclusion

I Mac? =S (=)t (" ol
null Mac Z( ) <C)\/\/ld 2|

c=0

i

« corresponds to Hilbert series  H(t) =
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How to estimate the nullity of a monomial Macaulay matrix?

| ¥ 5«1% U"\ Q\QQL) Hiok Cive hee
_ | ©
[oe . Sye (M) =7

* We want (some sort of) a semi-regularity assumption
* Monomial semi-regularity

« Uptothefirst © where Mac! is solvable, all syzygies of Mac* are trivial syzygies of Mac? .
« This first # - monomial of regularity

* More fine grained, but monomial semi-regularity does not imply semi-regularity ®
» Happensif deg(ireg) < dreg

* Conjecture: Monomial semi-regularity is generic property.
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Estimating the nullity of a monomial Macaulay matrix

 Ausefultoolbox - anti-shadows (inverse of shadows)

O~ S={u|p M.CS8}

* |Inclusion-exclusion to calculate the nullity of Mac”

null Mac” ~ ) (—1)“! (m> 19272°(8)|.

C
c>0

* How to compute the size of anti-shadows?
* rathertechnical (see paper)

for p=Xo,  Xapy X1, @42 2 a1 > 1

ar+1

null Mact ~ CZZO(—UCH (ZL) ( ((d fzc» _
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Estimating the nullity of a monomial Macaulay matrix

nN=9 m=11

300 + - == Prediction
—— Data

null Mact ~ Z(—l)CJrl (?) 9°72°(8)|. 297
c>0 200

150 -

« Not always equality ® Z 1001
 Correct for a great portion of monomials 50

_50_

* Let’stryto estimate
* Whenitis correct
* If not, provide a more useful upper bound 0 100 200 300 400 500

Initial segment size

—100 A
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Relations matrices for Macaulay matrices

e Let Rgq= <Md>]F (m) ( m )
* Define relation matrices Relg(]:) TRy 5. = RyTS .

. Reld(F) = Mac’(F)

.+  Rel“(F) encodes the trivial syzygies of Rel?_(F)

<

LRelﬁf(}“) oRel?_,(F) = o,j

* Space of all syzygies and Koszul (trivial) syzygies

Syz? = left_ ker Rel’_(F) A KSyz® = rowspace Rel?(F).

KSyz® C Syz®.

* For semi-regular sequences I
& \, KSyz® = Syz®. g

* (thisis why ourinclusion-exclusion argument works!)
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Taking the analog for monomial Macaulay matrices

* Which elements of KSyz® = rowspace Rel? define trivial syzygies of Mac!(F) ?

. Define sRel”(F) -submatrix of Rel?(F)

* Rows indexed by 3_26(5) X Subsets 41 ([m])
* Columnsindexed by §%7%¢(S) x Subsets.([m])

« Again sRelj(F) =Mac!(F) and sRel(F)osRell (F)=0

« 0 -trivial syzygies of Mac”(F): rowspace(sRel")

* Sofarsogood, but

growspace(SRelé’“ ) # All trivial syzygies of sRel’_ 1(

==

* For monomial semi-regular sequences

g’ rowspace(sRel?) # left _ker(sRel”_,) §

* (thisiswhy ourinclusion-exclusion argument does not work!)
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Partitioning the relation matrix

 Sowe have KSyz! O rowspace sRel’ .

* Butwe want to estimate the dimension of the entire set of trivial syzygies

* For 2 (: Xag_s XazXal)
< U1 (: Xag_o " XazXl)
< W2 (: XCCle—Q "'Xa3X12)
< Hd—2 (: X _2)
 => A partition: (where Relﬁ+2 (7q,—1F) is a relation matrix on the projectionto F|Xq,..., X4, —1])
Relffz (g, —1F) * , . . 042
sRel#* = =  dim KSyz"* — dim KSyz"*~' > dim KSyz""*(7,,_1F)
0 sRelf*~*
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A more accurate nullity bound

* Addingallup

dim KSyz" < dim KSyz% — Z dim KSyz""2(m,, _1.F).

1<k<d—2

Ja
Theorem:

null Mac* < |0°S| — m/|S]

dim KSyz? — Z dim KSyz""2(m,, _1.F).
1<k<d—?2
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A more accurate nullity bound

nN=9 m=11
300 - ——== Upper bound
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A more accurate nullity bound

n=17, m=34
1000 - “g{ﬁ\g\ﬁ o :zfer bound
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Experiments

i

n m deg experimental prediction XL

8 9 5 701 770 792

9 10 6 1938 2057 3003
10 11 6 4255 4914 5005
11 12 7 11798 12922 19448
9 11 5 1034 1126 1287
10 12 6 2967 3002 5005
11 13 6 5815 6025 3003
12 14 6 10373 122385 12376
11 16 5 2137 2137 3003
12 18 d 3042 3045 4368
13 19 5 5270 5326 6133
14 21 J 7365 7705 3563
9 18 4 284 284 495

10 20 4 501 501 715

16 32 5 6722 6722 15504
17 34 d 11441 11441 20349
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Smoothing the complexity

10 20 30 40 50 60 70
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Comparison to FXL

n m ¢ FXL this paper
cost kK d | cost k S<y
10 10 31 351 1 6 | 340 1 274
11 11 31 | 369 1 6 | 368 1 675
12 12 31 41.1 1 7 | 399 1 1676
13 13 31 | 427 1 7 | 42.7 2 609
14 14 31 | 450 2 6 | 449 2 1325
15 15 31 | 485 1 8 | 478 2 3145
16 16 31 50.7 2 7 | 504 2 7026
17 17 31 543 1 9 | 533 2 17823
18 18 31 564 2 8 | 55.8 2 39471
19 19 31 583 3 7 | 583 3 15358
20 20 31 [ 621 2 9 | 611 2 219794
21 21 31 [ 640 3 8 | 635 3 77922
22 22 31 67.7 2 10 | 664 3 201442
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Thank you for listening!
?

Contact:

Simona Samardjiska

Department of Digital Security — Radboud University
simona.samardjiska@ru.nl
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